Tip Sheet
"Brains and Losses: The Bottom Line on Aging and Financial Vulnerability" explores research on how
the aging brain may become more susceptible to financial scams. Marketplace Morning Report host
David Brancaccio's reporting on this topic took him across the country to meet alleged fraud victims
and their families and covers scientific and legal research.
Here are some tips for protecting yourself and your loved ones from scammers:
The basics
•

•
•
•
•
•

Keep in close communication with older family members and loved ones, especially if they have
recently lost a partner to death or divorce. Isolation and loneliness make seniors more
vulnerable to scammers.
Scam victims often feel embarrassed about their actions. If someone admits they’ve been
scammed, try to be nonjudgmental and empathetic.
Discuss scams you’ve heard about. If someone you speak with is targeted, they can be
prepared.
If someone calls or emails with an urgent request — a grandchild is in trouble or a prize needs
to be claimed immediately — pause and tell them you need time to consider it.
Don’t send or wire money to anyone you don’t know personally. Google Play, iTunes or Amazon
gift cards are often used by scammers for fraudulent transactions.
Once one scammer has contact details for a potential victim, the information is shared, and
more fraudsters will try to make contact. If your loved one is constantly getting phone calls at
all hours of the day, it may be a sign they are being targeted. If scammers have a phone number
or email address, consider changing both. You can also sign up for the National Do Not Call
Registry and block any unfamiliar numbers

Preventative measures
•

Start talking to people you trust about your financial goals and needs. Pick people you trust
who could potentially take over your finances in the event you’re no longer able to do so. This is
a good idea at any age.

•

•

Advance medical directives and medical power of attorney are often sketched out in advance.
You can set up a similar system for finances. A power of attorney for your finances lets
someone you trust make financial decisions — like paying bills, filing taxes or managing
property — on your behalf.
There are different types of power of attorney for finances:
1. General: This type lets a designated person control certain parts of your finances. If you
become incapacitated in any way, the power of attorney ends.
2. Durable: This power of attorney remains in effect if you become incapacitated.
3. Springing: This power of attorney is triggered when a life event, like the onset of
dementia, an accident or disease, leaves you mentally diminished or incapacitated.
Some states do not allow springing power of attorney.

•

•

•

Attorneys can draft power of attorney documents to fit your needs. If you can’t afford an
attorney, you can contact your state bar association, a local legal aid society or use the
eldercare locator to be connected with legal services.
Sometimes power of attorney agents abuse their powers, so experts recommend adding a
monitoring system and a trusted third party to approve large transactions. You can also have
two independent agents overseeing your finances as a check-and-balance system.
If a person doesn’t have a financial advance directive, you may need to ask a court for a
conservatorship, sometimes called a guardianship, to manage the finances of a person who is
incapacitated. A judge will appoint a responsible party to manage the person’s finances and/or
medical care. This is done after a person is incapacitated and is only in serious cases.

Responding to a scam
•

•

•

Report the issue to the Federal Trade Commission, FBI or your state attorney general. Try to
gather as much information as possible, including the victim’s contact information, dates,
emails and details about the crime and the recipient of the money in the fraud.
If a victim is an older adult, you can also report the suspected crimes to Adult Protective
Services. You can look up local contact information at the National Adult Protective Services
Association website.
Victims of scams often don’t realize they’re being scammed. This is often true of “twisted
heart” cases, where the scammer pretends to be a lover, companion or caretaker to bilk the
victim out of money. If you’re trying to convince someone they are being scammed, consider
creating a spreadsheet accounting all the money paid to the scammer. This takes the emotion
out of the conversation and focuses on the facts and numbers of the situation.

